


Technology

10) Continuously revi or cost savings

a) Reduced Internet service contract costs (~$25K/year)
i Renewed 1/2022 with another $18K reduction

b) Reduced Microsoft EA contract costs (~$50K /year)
11 ) Cybersecurity (see next slide)



on Security

11) Tested Cyb
12) State & Feder
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Malicious Domai
Annual Vulnerability Assessment via National Guard /Va Defense Force
Monthly Web Application Vulnerability Assessments via DHS /CISA
Weekly Perimeter Scans via DHS /CISA

Real-Time inbound /outbound monitoring & alarming via CIS/MS-ISAC



a) Ray Baum,

b) Minimum security standards compliance

4) Increasing Cybersecurity Threats

a) This is NOT the only thing we have to worry about



Alarms per day
® Public Sector average to detect a breach = 190 days
® Public Sector average to contain a breach = 57 days
® Public Sector average cost per capita = $75 ($4.2 Million)
4) Disaster Recovery & Continuity of Operations
* Close gaps between current & required RTO/RPO.
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Approximately 30.5 million attack attempts were detected against
Commonwealth systems. This is a rate of one attack every 0.97 seconds.

source: https:/ /www.vita.virginia.gov/media /vitavirginiagov/commonwealth-
security /docs /201 9-Information-Security-Annual-Report.pdf







